[Technical Report 17-11) sCcuresoft

2017 10 A 25H
A EF17VI

FERIEE 1 5Y A DDoS MEICKHIFERMMRICONT

1. #E

A=Y EODITHA NMIE—RRAIBIRZRIS S TERETERL), Deep web t° Dark web EF(FN2I1TR—
SHEELET . COISREEBAI-RY OB THIHZ TEYAN-IRE DR ITH—-E X (CaaS: Cybercrime-as-a-
Service)PPY—LANERBIENTHED ., AN -IENMER I IERD—D(OTVET, AN -IWEDI5, EHREREMHD
LEDEHAN-BIBEV., BRATEIWanna Cryptor][CiFEN25> YL (BRE) DI7HEELTY., I>HLATUIT7DEF
MNCE DDoS WEDEILESIF R (CRIXZERT ST DDoS IE (RDoS: Ransom DDoS) WFELET .

2017 &£ 9 A. BAERICEWT. DD0oS WEDZILES|I SRR (CRHEERTDIA—INSEEUSEN TVDIENTERR
ENFELIZ. COA=)LENREIRERIARBETIN, BUALZJ T DDoS WENRAEUCLEMHERINTHENFET,

SPUTTHA MIBEBIBCBVWTEERFrRI Y=L T AT (T JELTRIBEDISNTHD. 20OY —EEIE(F P2
SEENCKERFEEZS5XFT ., DDoS WEADM AT Z &I 2LLE(c. BEOY /DI —INEHEEL TEREINR
WEIICTFRLIZE,

2. S>Y /L DDoSKEL(T
5289/ DDoS IZ (3 DDoS MBS L EB TR (CREEERI DTN -IRED—DTY, I (J/)\FR1&ER DDoS

WEELENT. IRBRENZFHBRUL L TEBBX-IBXET DI FTUAN—REITT, 122U, BEC DDoS WEEITOIE
TN —T%2FD, BBA-IZXET LI TEREZFBMULEHEHD. COZFIADRITEHDFE A,

(1) 3>YL DDoS MZEDHREMRSFUA

O EZEMOIIIYA MU TEEEARID DDoS WEAZH TR,
@ BEX-IZXET5.
B BERIMHBVBE, KIRIERERZHIHS,

(2) S>YAh DDoS HE(C L BHEH

529/ DDoS WE(CLIMWEFFNEIANCLIEEMRELITEIHDFEA . U-EREIENTEZETEENCKES|E
EI3EERBIZEKMO T & EIBOGELHVET £z DDoS IEZZ S LI EENRAT 1> BEBEN SRS IZZBH)
BHDFT . BREZZH O TEREMELLENBRIEERC BRIRBEEREERCOBNDRIREEEHDFT .



[Technical Report 17-11) sCcuresoft

(3) BEEX—ILDOARIH

TEOX-ITREKRBEEFIEORRDICEY NI > DX EZERLTVET,

FORWARD THIS WAIL TO WHOEWER IS IMPORTANT IM YOUR COMWPAMY AND CéM MAKE DECISTON!

We are Armada Collective.

In past, we launched one of the largest attacks in Switzerland’s history. Use Goozle.

a1 network of | N NNENE +i ' be 0005-=d start in: - if vou don't pey 10 Bitcoine @ (RN
When we say all, we mean all - users will not be able to use any of wour services.

Right now we will start 15 minutes attack on one of your IPs (_). It will not be hard, we will not craszh it at the moment to
try to minimize eventual damaze, which we want to awoid at this moment. It7s just to prove that this is not a hoax. Check wour logs!

If you don’t pay by -, attack will start, price to stop will increase to 20 BTC and will go up 10 BTC for every day of attack.
If vou report this to media and try to zet some free publicity by using our name, instead of pawing, attack will start permanently and
will last for a long

time.

Thiz iz not a joke.

Our attacks are extremely powerful - our Mirai botnet can reach over 1 Thpz per second. So, no protection will help.

Prevert it all with just 10 BTC o R

Do not reply, we will probably not read. Pay and we will know its wou. AND YOU WILL NEVER AGAIM HEAR FROM US!

Bitcoin iz anonymous, nobody will ever know wou cooperated.

[Armada Collective IN5MEBA-IDAXA—> (HPF @ JPCERT J-F4%—>a>t>4-)
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https://www.securesoft.co.jp/news_mt/2015/08/sniper-onedosddos/
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