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2.5
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2.8 All-In-One Display
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3. SNIPER IPS
3.1 / /
SNIPER-IPS (Worm, DoS, Hacking )

3.2
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3.3
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3.4
SNIPER-IPS

3.5

3.6
SNIPER-IPS

3.7 SNIPER
SNIPER-IPS Windows
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4. SNIPER IPS
4.1
A1000 A2000 A4000
System
CPU Intel Xeon Quad Intel Xeon Dual Core | Intel Xeon Dual Core
Corel16 x 1 20 x 2 30 x 2
Memory 2GB 4GB 4GB
DOM 1GB 1GB 1GB
HDD 250GB(SATA) 250GB(SATA) 250GB(SATA) =2
(OFS] Embedded OS Embedded OS Embedded OS
Interface

Monitoring Interface

1 > 10/100

1 > 10/100/1000
or 1 =< Fiber(SX)

1 > Fiber(SX)

2Seg

Management Interface

1 > 10/100/1000

1 > 10/100/1000

1 > 10/100/1000

1 > Serial(RJ45)

1 > Serial(RJ45)

1 > Serial(RJ45)

HA Interface

1 > 10/100/1000

1 > 10/100/1000

1 > 10/100/1000

Network Control

2 Bypass o o o

TAP(IDS Mode) o} 3Fiber(SX) o

Fail-Open o o o

HA Fail-Close < =< o

> > (@}

Etc.

Redundant Power =) = o(2+1)

Lockable Front Bezel o o >

Dimensions
mmwW x mmD x mmH

430 x 427.2 x 88

430 x 427.2 x 88

432 x 431 x 134

Rack Type 2U 2U 3U
14.5Kg 14.5Kg 18.95Kg
100/240V 47/63Hz 100/240V 47/63Hz 90/264V 47/63Hz
460W 460W 650W
5C to 35C 5C to 35C 0C to 40C
-20C to 70C -20C to 70C -20C to 70C

12 15

2 Bypass

3 A2000 Copper TAP
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4.2
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DHCP

mHi.'.‘li" Server

T SNIPERIPS =
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DHCP Discover, Discover Offer,
DHCP Invalid Type Request, Decline, ACK, NACK
DHCP Discover Flooding DHCP
DHCP Offer Flooding DHCP IP
DHCP ReqL!est Flooding SNIPER IPS MAC

DHCP Ack Flooding

Flooding, ACK Flooding, Request Flooding, Decline

DHCP Nak Flooding Flooding...)
DHCP Inform Flooding SNIPER IPS DHCP MAC
DHCP

DHCP Invalid Packet

| |
| |
| |
| |
| DHCP Decline Flooding | (Discover
| |
| |
| |
| |
| |

(Invalid DHCP Type, Invalid MAC Address)
DHCP Buffer Overflow

DHCP Invalid Mac Address

Dual DHCP DNS Server DHCP Options Re
mote Buffer Overflow Vulnerability

BoT
BoT Robot
BoT
IRC(Internet Relay Chat)
IRC DDoS Backdoor
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BE 7R A H(Zombie)

® |RCBot:IRC
® BoTNet: Bot

(PC)
PC, IRC Server
IRC open
Bot ( /Worm)

IRC

DDoS /

SNIPERIPS  BoT 1 2
SNIPER IPS ( IWEB CGlI)
Bot
Bot

SNIPER IPS ( )
Bot

Bot
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4.3 (2700 2008 1 )
SNIPER-IPS

#1

(CPU )

[SecureSoft SNIPER IPS Signature]

FTP PASV DOS, ICMP Check Sum Error, ICMP Dos Echo, ICMP Ping of Death, ICMP Smurf, IGMP
Nuke(KOD), IP Check Sum Error, OpenTear, Ping Sweep, Router Dos Attack, Snork Attack, TCP
Check Sum Error, TCP Connect DOS, Telnet Flooding, UDP Check Sum Error, UDP Port
Loopback, SYN Flooding, Land Attack, Mail Bomb, Mail Spam, Ping Flooding, UDP Flooding,
ICMPUnreachable Storm, Windows Nuke, ...

#2

[SecureSoft SNIPER IPS Signature]

ACK Port Scan (F/W Scan), DNS BIND version request, DNS get host info, Finger, FIN Port Scan,
FingerPrint, NULL Port Scan, FTP Login Brute FORCE, Host Sweep, HTTP Login Brute Force,
POP3 Login Brute Force, Rlogin Login Brute Force, RPC Port Map Dump, RPC Port Map GetPort,
SMB Login Brute Force, SYN Port Scan, Telnet Login Brute Force, TraceRoute, UDP Port Scan,
XMAS Port Scan, ...

#3

TCP/IP

[SecureSoft SNIPER IPS Signature]
ACK Strom, Corrupt IP Option, Hijacking, ICMP TearDrop, IGMP TearDrop, IP Spoofing, Source
Routing, TCP TearDrop, UDP TearDrop, UDP Truncated Header, ...

#4

12
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[SecureSoft SNIPER IPS Signature]

CDE dtspcd Overflow, CheckPoint RDP Attack, DNS Bind Overflow(Lion Worm), DNS name
Overflow, DNS zone transfer, FTP Anonymous, FTP BackDoor, FTP Check User, FTP Command
Line Overflow, FTP CWD ~root, FTP Login Fail, FTP Other Server, FTP PASV Crash, FTP Port
Bounce, FTP site exec, HTTPD Overflow, LPD Attack, Mail Bad Command, Mail Bounce, Malil
Command Overflow, Mail Debug, Mail Files, Mail Mailing List, Mail Programs, Mail Verify User,
NETBIOS Datagram Service, NETBIOS Name Service, NETBIOS Session Service, NSI Rwhoisd
Overflow, NTP Buffer Overflow, Password Overflow, Rlogin Buffer Overflow, Rlogin Login Fail, RPC
amd Overflow, RPC autofsd Oveflow, RPC Bad Command, RPC bootparam, RPC cmsd Overflow,
RPC mountd Overflow, RPC nfsd Overflow, RPC nisd Overflow, RPC pcnfsd Overflow, RPC Port
Map Set, RPC Port Map Unset, RPC rexd Overflow, RPC ruers, RPC sadmind Overflow, RPC
snmpXdmid Overflow, RPC statd Overflow, RPC status Overflow, RPC ttdbserver Overflow, RPC
ypbind Overflow, RPC yppasswd Overflow, RPC ypserv Overflow, RPC ypupdated Overflow, SNMP

Overflow, Telnet Login Fail, Telnetd Overflew, User ID Overflow, ...

#5 WEB CGl
Cal

[SecureSoft SNIPER IPS Signature]

CGl AnyForm, CGI guestbook.cgi, Count.cgi overflow, CGlI campas, CGl aglimpse, CGClI
faxsurvey, CGI htmiscript, CGI info2www, CGI nph-test-cgi, CGI pfdisplay.cgi, CGI php, CGlI
webdist.cgi, CGl win-c-sample.exe, CGI convert.bas, “::DATA” append, winnt/win.ini,
Jiissamples/aexp3.htr, /scripts/wsisa.dll/Wservice=anything?, htaccess, htpasswd,
/... , ./access, /.bash_histroy, /.html, /.jsp/WEB-NIF/classes/Env.java, /.passwd, //////////,
/?jsp, /?PageServices, /?wp-cs-dump, /?wp-html-rend, / AuthChangeUrl, / private,
/ vti_ adm/admin.dll, 7 vti bin/vti_ aut/author.dll, / vti_bin/fpcount.exe, / vti log, /~guest, /blabla,
ida, /blabla.idc, /blabla.idq, /blabla.idw, /boot.ini, /cgi-bin/bash, /cgi-bin/changepw.exe, ...

#6 Backdoor

13
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[SecureSoft SNIPER IPS Signature]

Acid Battery 1.0, Aimspy, AOL Troian 1.1, Attack FTP/Satans Backdoor, Back Orifice 2000,
BigGluck/Tiny Telnet Server, GirlFriend, NetBus, Gatecrasher, DeepThroat, SubSeven,
BackConstruction , BladeRunner, DeltaSource, DolyTrojan, Eclipse 2000, FileNail, FireHotcker,
Hack Office Armageddon, Gjamer, HackersParadise, ICQ Killer, ICQTrojan, InCommand, Insane
Network 4, Mini Command 1.2 Access, NetBusPro, NetSphere Final 1.31.337, NetSpyDK, Online
Key logger, OOOLT, PC-Crasher, Portal of Doom, ...

#7

. ( )

e OFFSET

o *1RCLS, LCRS, LCLS

.

. /

.

. Request, Response

*1 RCLS:RemoteClient-LocalServer, LCRS:LocalClient-RemoteServer, LCLS:LocalClient-LocalServer

#8

DoS DDoS DRDos.
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